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Functional Safety in the Process Industry
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Functional Safety in the Process Industry

Safety Instrumented Systems (SIS) in the Process Industry

Definition of “Risk”
Risk assessment and Risk reduction by SIS
Safety Integrity Level (SIL)

Design of Safety Instrumented Systems
Safety Parameters and SIL determination
Structure of Safety Instrumented Systems
Functional Proof Testing

Order Code and Documentation
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Functional Safety in the Process Industry

BP AMOCO Refinery Explosion Texas City March 2005

Reason:

- safety systems ignored during maintenance process

- inappropriate design of safety systems

- uncontrolled release of fuel from a vent stack

- inappropriate behavior of workers trying to start and remove a truck

- control room with many workers located close to distillation column
gl i A e e S TR

=> Safety Culture!

Consequence:

- 15 People KILLED

- 180 INJURED

- estimated costs
US$1,000,000,000
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Functional Safety in the Process Industry

What is “Risk” ?

= Risk = Probability (P) of Event Occurrence x Damage (D)

= Tolerable risk = maximum risk, which is acceptable according to

moral concepts (German VDE 2180)

= Risk reduction:
Reduction of initial risk below tolerable risk by organizational,
constructional or protection measures (e.g. Safety Instr. Systems)

= Concept of Functional Safety:

Risk analysis

Quantification of Risk

'

Quantification of required Safety Level
of Protection measures

Safety Integrity Level (SIL)
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Functional Safety in the Process Industry

Risk Reduction by a Safety System

A Initial Risk

‘ SIL 1 \
SIL 2

—_— SIL 4
tolerable risk

Risk

Residual risk
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Functional Safetﬁn the Process Industry

IEC 61508 & IEC 61511: Functional Safety of
Electrical/Electronic/Programmable Electronic Systems

Manufacturer §
-~ User

Ba

3
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Functional Safety in the Process Industry

Overall Safety Life-Cycle acc. IEC 61511

Hazard and Risk assessment

Y

Management Safety Allocation of S_a_fety_ Functions to Protection Verification
of Functional Lifecycle Layers (Quantification)
Safety and Structure
Functional and : — 4
- Safety Requirements Specifications
Safety Planning for the Safety Instrumented System
Assessment
and Auditing
\ Y
Design and Engineering of the Design and Development of other
Safety Instrumented System Means of Risk Reduction
v v
Installation, Commissioning and Validation
v v
Operation and Maintenance
v v
Modification
A A
Decommissioning
Source: DIN EN 61511-1 i
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Functional Safety in the Process Industry

Hazard and Risk Assessment of a Process

Risk graph:

Start

W3 W2 W1

C1

C2

Risk analysis

A\ 4

Risk parameters:
W - Occurrence Probability

W1: very low probability < 0,03/year
W2: low probability
W3: relative high probability >0,3/y

C- Extent of damage

C1: slight injury
C2: severe irreversible injury to
F1 one or more persons
> ——si12 a or death of a person
F2 T’ C3: Death of several persons
C4: Catastrophic consequences,
> multiple deaths
F1 |P2
F- Exposure time
> 0 F1: seldom to relatively frequent
> Pl F2: frequent to continuous
T —"P2 - P- Hazard Avmdance .
P1: possible under certain
> conditions
P1 )
F2 P2: hardly possible
a - no special requirements
b - single system is not sufficient
Ken Wong MK - Endress+Hauser £2.]
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Functional Safety in the Process Industry

Risk Reduction by Safety Instrumented Systems

Safety Instrumented System (SIS)
SIL x

Logic unit

Sensor Actuator

Communication
e.g. 4...20 mA

interrace

Process
Residual Risk=P x D x PFD
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Functional Proof Testing of SIS

Operational modes of safety systems

High demand mode (HDM)
or continuous mode
demand of the safety function
more than once a year

Safety function
only active
during demand

Safety function
frequently or
continuously active

E.g. machinery industry

Low demand mode (LDM)
demand of the
safety function

once a year or less

E.g. process industry
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Functional Safety in the Process Industry

,2Quantification* of Risk and Protection Measures

Risk SIL | Accepted frequency of a failure Failure Failure
of the protection measure rate probability
PFH PFD*
Low SIL 1 | < 1 dangerous fault in 10 years <102 1/h <101
Mean SIL 2 | < 1 dangerous fault in 100 years <10°1/h <102
High SIL 3 | < 1 dangerous fault in 1000 years <107 1/h <103
Very high | SIL4 |< 1 dangerous fault in 10.000 years | <10% 1/h <104
* per demand, assuming 1 demand/year
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Functional Safety in the Process Industry

Reliability of Safety Instrumented Systems

Systematic Faults
(e.g. Software)

Statistical Faults
(e.g. Hardware)

New development | Serial product

| Siteyhegiylevel (SI)
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Functional Safety in the Process Industry

Functional Safety Management - Design Process

Projekt

g Specification: \ « 2
N - Projectplan )
g=t _ V-Model g

requirement

specification

Implementation: Verification
- Components < components
Verification =
o Q
Q
7 - Modules \ ~ Modules g.
& Verification 5
o -
S - Code - Code %
Verification

tlme»

Documentation
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Functional Safety in the Process Industry

TUV Certified Functional Safety Management

A TUVRheinland®

ZERTIFIKAT FuncTionaL SAFETY MANAGEMENT
CERTIFICATE - |IEC 61508 -

No.: 968/FSM 121.00/11

The company

Endress+Hauser

GmbH+Co. KG R
Hauptstrale 1 Endress+Hauser £2.) i

79689 Mau'burg People lor Process Automation =
Germany TOVRheinland FSM
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Functional Safety in the Process Industry

Safety Level of Safety Instrumented Systems

= Failure Mode and Effect Analysis (FMEA)
= Total Failure Probability (PFD,PFH)
= Architectural Constraints (SFF, HFT)

9.06.2008
Gotz/Ken Wong MK

Slide 18 27/03/2018 Ken Wong MK Endress+Hauser £2.]

Folie 18



Functional Safety in the Process Industry

Random Failures of Electronic Components

1.60E-04
1 40E-04 Il
1.20E-04 wearout ,
=
= 1.00E-04
- . /
& & 00E-05 .
o \ constant failure rate \ I
5 6,00E-05 l I
| . b
4 00E-05 \I
2 D0E-05 ¢
|
0,00E+00 : : : : :

2 4 g g 10 14

Vi
A
i
| r
Time [years] i

le—— useful” Lifetime —|

Note: Failure rate often specified in FIT = 1 Failure/10° h = 10 /h
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Functional Safety in the Process Industry

Failure Mode and Effect Analysis (FMEA)

X1 4
Example: a7

22p 1150V

s K R3
A7n |1 50V 100K0 5

A an £7n

Component failure modes
1 = Short circuit

= Interruption

= Drift

=»Resulting failure modes of safety
function?

gy
L3
K740 Bi21s
BLH11
- X1 6

X2 2= o buard

3
Additionally: FMEA of mechanical Components (z. B. Sensor3
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Functional Safety in the Process Industry

Failure Mode Effect Analysis (FMEA)

Pre-condition: - determine safety path (e.g. 4...20 mA output)
- determine accuracy under fault condition ( e.g. + 2 %)

Failure modes:
= dangerous faults
= safe faults
= undetected faults
= detected faults

Probability of Detected | Undetected
Failure Modes faults faults
Safe faults Asd Asu
Dangerous faults Add Adu
S ———
7“tot - }‘su t 7‘“sd t kdu t }“dd (+7“ not relevant)
PFD, PFH

MTBF = 1/ A,
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Functional Safety in the Process Industry

Failure Modes of Safety Function

7\,Sd = Safe detected Failure

ksu = Safe undetected Failure

Example (cont. overfill protection):
Short circuit of 4..20 mA-output

=» Current >20 mA indicates
overfilling and “Alarm”

SN

Example (limit switch 8/16 mA):

Failure leads to 8 mA output

=» Safety function activated
(fault alarm!)

PFH, PFD

}de = Dangerous detected Failure (

kdu = Dangerous undetected fail.

Example:

8 Ceramic cell broken in Deltabar
& = Broken cell could result in a

\‘\Eim‘{ple:

Output ,frozen” between 4...20 mA
independent of the process variable

=>» no warning

o ,VU S .
FUf 0 “valid” measured value but...

=» Internal “Dia
in active sensor

7\‘tot - 7\“su T 7\‘sd + 7\‘du + 7\‘dd

MTBF = 1/ A,
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Functional Safety in the Process Industry

Probability of a failure on demand - PFD

Example: Safety component with low demand frequency (~1/a)

PFD=~ ), *t (At<<1) -

}
PFD

A @ TE
0,01_
PFDava Yl *Ti |
0,001 -

) SIL 3

0,0001 _ SIL 4

\!'/PTC=100 % .
T Ti Ti

i
PTC= Proof test coverage = A4,/ Ay, (Ay, =failures revealed by the proof test)
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Functional Safety in the Process Industry

Partial Proof Testing (PTC < 100%)

Single channel system 1lool

PFD ™

PTC < 100 % .
Ti operation time t — LT

PFDav = %2 Ay, x Tix PTC+ %2 Ay, x LT x (1-PTC)

PTC= Proof test coverage (1=100 %)
Ti= Test interval LT= life time

Slide 24 27/03/2018 Ken Wong MK Endress+Hauser £2.]



Functional Safety in the Process Industry

Partial Proof Testing + Full Proof Test

Single channel system lool

7
=

SIL 1 / 3
&/ h

S/ 3

t &7 8,
S/ =

o S/ =
o 4 -

VAL
\T/ PTC=100% | LT

Ti operatlon time t —
PFDav = %2 Ay, x Ti x PTC + ¥2 Ay, x Tj x (1-PTC)

PTC<100 %

PTC= Proof Test Coverage (1=100 %)
Ti = Test interval (<100 %)  Tj = Test interval (100%)

Slide 25 27/03/2018 Ken Wong MK Endress+Hauser £2.]



Functional Safety in the Process Industry

Constraints of the Hardware Architecture

= Device Type (Type)
= Safe Failure Fraction (SFF)

= Hardware-Failure Tolerance (HFT)

9.06.2008
Gotz/Ken Wong MK
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Functional Safety in the Process Industry

Device Types
s Device Type A (simple devices) -
»
All faults determined )

e.g. analogue electronic devices

s Device Type B (complex devices)
Not all faults determined

e.g. pP-controled electrical/electronical devices

LT

 ARRARRARLALE
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Functional Safety in the Process Industry

Safe Failure Fraction (SFF)

Dangerous Undetected

Diagnostic-
»DU*

measures

Safe Failure Fraction (SFF)
(in 0/o)

A gt 2 A, FZA
SFF= sd su dd
2 7\‘tot

Safe Undected
+SU*
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Functional Safety in the Process Industry

Hardware-Failure Tolerance (HFT)

= HFT = 0 - no redundancy
1 fault =» loss of safety function

= HFT =1 - redundant architecture
2 faults =» loss of safety function

oder
+
= HFT =2 - 3 channel architecture
3 faults =» loss of safety function
oder
+ +
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Functional Safety in the Process Industry

How to determine architectural constraints?

Example: Device Type B, HFT = 0, SFF =92% =» SILmax ?

Hardware-Failure Tolerance (HFT)

Safe Failure Fraction Typ B —|complex device)
(SFF)

0 1 2
<60% Not alﬁowed SIL 1 SIL 2
60% ... <90% SII} 1 SIL 2 SIL 3
90% ... < 99% »| SIL 2 SIL 3 SIL 4
> 99% SIL 3 SIL 4 SIL 4
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Functional Safety in the Process Industry

Basic Safety Parameters

* 1 channel System
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Functional Safety in the Process Industry

Design of Safety Instrumented Systems

= Single Channel System
=  Multi-Channel System
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Functional Safety in the Process Industry

Single Channel System

Design rules SILg , SIL; , SIL, = SIL

system

PFDS+PFDL+PFDA < 10‘SILsystem

Example: single channel overfill protection

I

me 0 - |

!
=
Av

—
T

3

0,05x10°2 > System
= SIL 2
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Functional Safety in the Process Industry

Multichannel Architecture

= Homogeneous and diverse Redundancy

= Design rules
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Functional Safety in the Process Industry

Redundancy: Homogeneous or diverse?

Homogeneous Redundancy
(same instruments)

SIL 2 SIL 2

7 zB.loo2 "
> SIL 3? -

Diverse Redundancy
(different instruments)
SIL 2 SIL 2

. z.B. 1002
=» SIL 3

Advantage of homogeneous system
B Control of random faults

B Simple stock management,

commissioning, maintenance ...

Note: Systematic Integrity

(e.g. Software) can not
be enhanced!

Advantage of diverse system

M Control of random and systematic
faults (device + process)

M systematic integrity can be
enhanced

Slide 35 27/03/2018 Ken Wong MK
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Functional Safety in the Process Industry

MooN voting rules

Number of
required channels

<“— MooN —

Number of
available channels

/ N\
out of
Examples:
loo2 voting 2003 voting
Sensor 1 Sensor 1
Sensor 2 Sensor 2
channel —* Sensor 3
Slide 36 27/03/2018 Ken Wong MK Endress+Hauser £2.]



Functional Safety in the Process Industry

Design of Multi-Channel Systems

Safety

4

loo4

B NN U N
1loo03

Slide 37

27/03/2018

Ken Wong MK
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I

' Availability
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Functional Safety in the Process Industry

Design Rules of Multi-channel Systems

Pressurised

2 Overpressure protection

P

/4

process ﬁ

/

108
= i

) )
\ L
Subsystem Sensor Subsystem Logik Subsystem Actuator
Sensor 1 Actuator 1
Sensor 2 @ PLC —{ 2002
Sensor 3 Actuator 2

Slide 38 PFDsu b1 Ken WongpFDsubz + PFDsub3 < 10-SIL




Functional Safety in the Process Industry

Proof-testing with Endress+Hauser Instruments

* The Liquiphant Family

Level Continuous
 Pressure
* Flow Instruments and Fieldcheck

* Qverview of test procedures and parameters
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Products Solutions Services

Example 1- Level switch

e ' : | = 'I 2
j 5 __ L -~
- Bl . J‘ 85 R
= N |
£ § . M =
< S e
1‘1. h : Q
R >—

Liquiphant M FTL 50/51
Liquiphant S FTL 70/71
Liquiphant S FDL 80/81/85 + FTL 825 Fail Safe

. + ¥
-

V‘A
‘ \‘ "
- \\
| — A - .
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Functional Safety in the Process Industry

The Liquiphant Family - SIL qualified

SIL2 MIN/MAX
e s — | IFTL325P
k4 U PEM ¢
Liquiphant M FTL 50/51  Liquiphant M FTL50/51
Liquiphant S FTL 70/71  Liquiphant S FTL70/71
Electronic: + FEL 57+ FTL3x5 P

FEL51, 2-Wire AC
FEL52, 3-Wire DC-PNP
FEL54, AC/DC DPDT
FEL55, 8/16 mA

Peridic proof testing
= Wet testing or
= Test in reference tank

'

Peridic proof testing
= Testgenerator (push-button)

a— JFTL32sN
O ..
 NAMUR

o

—

Liquiphant M FTL50/51
Liquiphant S FTL70/71

+FEL 56/58 + FTL325N
Peridic proof testing

m Wet testing or

m Test in reference tank

= Alarm simulation (push-but)

Slide 45 27/03/2018

Folie 45

Ken Wong MK

SIL3 MAX
Tk |FTL 325P

I"--".-I""-..-illﬂl""_ll |
- SOV

Liquiphant M FTL50/51
Liquiphant S FTL70/71
+FEL 57 + FTL3x5 P

Periodic proof testing
mTestgenerator (push-button)

SIL 3 MIN/MAX
FTL 80,81,85

d -r..!__.'..

r_@ - FTL 825

2

Liquiphant S Failsafe FTL8x
Nivotester = FTL825

Periodic proof testing

= Continuous self-diagnostic

m Testgenerator (push-button)
= Proof test interval < 12 years!

Endress+Hauser £Z1]



Functional Safety in the Process Industry

Self Diagnostics Liquiphant M/S (FEL 51... 67)

= Continuous monitoring of vibration frequency

s Reliable alarm funktion with each elektronic insert!

fa-15% switch point at ca. 850 Hz
Submersion depth of fork ;

[mm] fa =vibration frequency in air = 1 kHz

A
L
A
R
M
fa-15% fat+ 6,5%

0 400 fa 1500 f [Hz|
- - = e Pl= = = == = = =)
sensor- Normal Operation corrosion sensor-
slarm alarm alarm
0,4 s delayed 60 s delayed 0,4 s delayed
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Functional Safety in the Process Industry

New: Liquiphant Fail Safe FTL 80/81/85 + FTL 825

SIL3 MIN/MAX
& Safety function

ﬂu = SIL 3 capable with single device

BE: = min/max safety function

LIVESignal = 2 safety relay outputs (FTL 825)

= proof test generator with push-button
Liquiphant FailSafe FTL80/81/85

iz FTL825 = proof test interval < 12 years !

(S)SPS

iy 4.20mA +
LIVE-Signal
Optional

Liquiphant FailSafe FTL80/81/85
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Vereinfachte Funktionspriifungen von Schutzeinrichtungen

Total Proof test coverage (DC+PTC) according to IEC 61508

+ J Max
R 7 Total coverage FTL80/81/85+ FTL 80/81/85+ SSPS
LN (DC+PTC) FTL825
 Wet test 99% 99%
(Procedure IA MAX/MIN) (Procedure ITA MAX/MIN)
Simulation 98 % 95 %
(in situ testing!) (Procedure IB) (Procedure IIB MAX/MIN)
(Testbutton: FEL85 od. (Testbutton: FEL85)
FTL825)

Slide 48 27/03/2018 GKE (c) E+H Endress+Hauser {21



Products Solutions Services

Example 2 — Level Continuous

Levelflex FMP 4x, FMP 5x
Micropilot M/S FMR xxx

» =

3
L o 8
= S\ B
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Vereinfachte Funktionspriifungen von Schutzeinrichtungen

Levelflex FMP 5x

Safety Function:

Level of liquid or bulk solid material (4..20 mA)
Interface between 2 liquids (4..20 mA)

Min, max, range
SIL 2 (1o01), SIL 3 (1002)
LDM, HDM

Proof test procedures:
Test criterion: Trip level £2 %

a) Wet testing in the application/reference tank (PTC~ 98 %, Ti= 3 years)

b) In-situ level simulation (PTC~ 92 %, Ti= 1 year)
(no process shutdown required!)
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Functional Proof Testing of SIS

Micropilot FMR 5x

Safety Function:

= Level of liquid or bulk solid material (4..20 mA)
= Min, max, range
= SIL2/3

LDM, HDM

Proof test procedures:
Test criterion: Trip level +2 %

a) Wet testing in the application (PTC~ 98 %, Ti=2 years)

b) Simulation (PTC~ 55 %, Ti=1 year)

- B

20mA

100 %

4mA

~

0%

Slide 51

27/03/2018
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Functional Proof Testing of SIS

Proof testing with Level Radar
Independent High Level Alarms / Radar - Proof Testing external

Combined checker gm
plate for 4
functional proof
testing

|
| | -
e .3

External Checker

plate for )
functional proof E
testing
7 i)
/ P

Slide 52
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Products Solutions Services

Example 3 - Pressure Measurement

Cerabar SPMC 71, PMP 71/72/75
Deltabar S PMD 70/75, FMD 76/77/78

.

“f
»
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People for Process Automation



Functional Proof Testing of SIS

Cerabar S, Deltabar S

Safety function

® Pressure, Level (4... 20 mA)
® min, max, range

= SIL 2 (1oo1), SIL 3 (1o02)

= LDM, HDM

Proof test procedures:

» test with reference pressure (Ti < 5 years, PTC~99 %)

® in-situ test with signal simulation (Ti=1 year, PTC ~ 50 %)
tool: HART communication or Display keyboards

Test criterion: trip level +2%

Slide 54 27/03/2018 GKE (c) E+H Endress+Hauser {21



Products Solutions Services

Example 4 — Flow Measurement

Promass 80, 83 [Coriolis |
Promag 50, 53 |[MID]
Prowirl 72, 73 [Vortex]|

.- -

—
— 5
i - ) .
-— \
a
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People for Process Automation

S . = k:‘ 1



Functional Proof Testing of SIS

Promass 80, 83 Promag 50, 53 Prowirl 72,73

Safety function:

=  Volume flow, Mass flow?!, density! (4...20 mA) !'Promass only!
= Min, max, range
= SIL 2 (1lool), SIL 3 (1o02) 1!

Proof test procedures:
Test criterion: Trip level £ 2%

1. in- or off-line test with a calibration rig (PTC~98 %, Ti < 5 years)
mobile or factory calibration: volume flow, mass flow or density

2. in- or off-line test with the integrated totaliser (PTC= 98 %, Ti < 5 years)
measuring a reference volume or mass

3. in-line test of density by reference liquids! (PTC~ 98 %)

in-line test with the Field Check (PTC = 90 %, Ti = 1 year)
(volume flow, mass flow, density)
,Field Care“ =»automatised data recording

=» calibration rig/totalizer test: < 10 years
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PFD —

Test-integygle 57

Functional Safety in the Process Industry

Flow Measurement - Easy proof testing

Example: Promag 50, 53 , Promass 80, 83

Proof-test methods, either
= Off-line proof test with calibration rig

=In-line proof test using the totalizer with balancing method
=In-line proof test by simulating partial proof-test with fieldcheck

Single channel system (1c01)

)%
SIL 1
/
"\..//
=
SIL 2 k&?{
S/
&
@j?/ ¥D
it proof
L3
‘;Y_)

Operation time t[(:fl Wong MK

Stmulation box
or sensor test box
[+ adapter)

Principle of the verification of an electromagnetic
flowmeter with FieldCheck.

LITUITOSTIIAudTIl &1



Functional Safety in the Process Industry

Partial proof test with Fieldcheck (PTC= 90 %)

!

Simu-Box
Simulation of
sensor signal

\|/

Service
<

Fieldcheck

—— >
Current output
Freq./puls output

>

Sensortestbox
+ Adapter
Sensor test (MID/Coriolis)

Promass 80, 83

PFD —»

Slide 58 27/03/2018
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Functional Safety in the Process Industry

Fieldcheck: In-Line Verification Promass, Promag, Prowirl

Transformer...

= Zero point verification of outputs

o

= Verification of signal processing

a
!

= Linearity check of measuring amplifier

e e

U710 R

= Linearity check of output signals

1/ L
b/ )
1
! 4 |
: M
“ {
.
§ / L
]
A\ | |

...sensor verification suitable to measuring principle, e.g. Promass
m Stimulating coils

m Signal coils

m Temperatur sensors Erreger

| —

/V Temperatur sensoren
Slide 59 27/03/2018 Ken Wong MElektrodynamische Sensoren Endress+Hauser



Products Solutions Services

Example 5 - Temperature

iTEMP TMT 112/122/162/182

TMT 182

TMT 112 - TMT 162
TMT 122

“f
»
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Functional Proof Testing of SIS

iTEMP TMT 112/122/162/182

Safety function:

= Temperature measurement (4...20 mA)
= Min, max, range
= SIL2

Proof test procedures:

Test criterion: trip level + 2%
= test with reference temperature measurement (PTC ~ 98 %)

= simulation with input restistor incl. short circuit/ interruption

Test interval:

s <1 year with 2/3-wire RTD or thermocouple (,low stress“ <0,1 g)

s < 5years with 4-wire RTD (,low stress““ <0,1 g)
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Functional Proof Testing of SIS

Environmental Effect on Thermocouples/RTDs

Effect on Thermocouples/RTDs

= Failure rates for separate elements with ,high stress““ >0,1 g
20x higher!

Example:
Thermocouple Failure Mode Distribution (close coupled) Low Stress|Percentage| High ‘ Percentage
Fit Stress

Open Circuit (Bum-out) | 95 | 9% | 1900 | 95%

Short Circuit (Temperature measurement in error) |4 | 4% | 80 | 4%

Drift (Temperature measurement in error) 1 1% | 20 | 1%
| total | total | total | total
o100 | 100%| 2000 | 100%
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Functional Safety in the Process Industry

Overview Proof-tests E+H Instruments

. 5 - g5 | &3 <
. o i B @ =g |
; <y O v 9 o o o Q o w 2
@ > 2 = | B 5 S 2 25 S 3
A = 53 n n A Q. A A A O K
Liquiphant M/S |FTL5x [FEL51,52, 2 |min/max Wet test < 5 years 98 % |--
FTL 7x 54,55,56,58 Test-button? On request |--
Liquiphant M/S |FTL5x  |FEL57 2 |min/max Wet test < 5years? |98% |[--
FTL 7x [(PFM) (3) [max Test-button?) <1 year 90 %
Liquiphant FS FTL 8x 3 |min/max Wet test <12 years (98% |[--
Test-button?) On request
Levelflex FMP 5x 2 |min/max/ |Wet test <3 years 98 % |2 %
(3) [range Test simulation |[<1 year 92 %
Interface
Micropilot FMR 5x 2 |min/max/ |Wet test <2 years 98 % |2 %
(3) |range Test simulation |<1 year 55 %
Cerabar S PMC 2 |min/max/ |Wet test < 5 years 98 % |2 %
Deltabar S PMP (3) |range Test simulation 50 %
1) test only subsequent safety loop
2) complete test simulation
3) only low density media (<0,7)
Slide 63 27/03/2018 Ken Wong MK Endress+Hauser £2.]




Functional Safety in the Process Industry

Overview Proof-tests E+H Instruments

y S s | &3 £s | 2% &
= o0 ] 4 P> — | =
= w + o O o O S) o ol @
T S = |5 5 2 g SE€ |23
A & 5 B | & A &, a5 A 3| &=
Promass 80,83 2 volume Calibration < 5 years 98 %  |Reference
(3) |mass/density|Totalizer <5years |98 % [3¢CUAY
Min/max/ |Field check < 1year 90 %
range
Promass 200 E200 2 volume Calibration < 5 years 98 %  |Reference
F200 (3) |mass/density|Totalizer <5years |98 % [3¢CUTAY
Min/max/ < 1year 90 %
range
Promag 50/53 2 Min/max/ |Calibration < 5 years 98 %  |Reference
Prowirl 72/73 range Fieldcheck < 1year 90 % |3ccHraY
Temperatur TMT 1x2 2 min,/max/ |Calibration with |<1year* [98% [+2 %
iTemp range reference resistor |< 5 years®)
4) 2/3 wire RTD or thermocouple (low stress environment < 0,1 g)
°) 4 wire RTD (low stress environment < 0,1 g)
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Products Solutions Services

Proof-Test Documentation
W@M Lifecycle Management
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Functional Proof Testing of SIS

Proof-Test Documentation with Fieldcare

=Electronic data recording and documentation on PC

s W@M Life cycle management

=Upload of Data with Fieldcare/Fieldtool
into Common Equipment Record (CER)

=Integration into computer based maintainance systems

alox
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¥ Endress + Hauser Portal - Installed Base Assistant

Herzlich 'l.n':fillkl:lmrnen, Max Muster
Start ¢ Planung Beschaffung Installation, Inbetriebnahme, Betrieb

[EE BN R EEEN TS Produkistatus | Ersatzteilsuche | Download Area | Statusbericht
Inztallation, Inbetrisbnahme, Betrieb > Inztalled Baze Aszziztant

s

Ansicht: | Standort |~ | TAG I KKS FIC220 MUSTER AG
| Bestelicode S3IHES-ANOB1AADALA]
I (] AgneENECN-INAUKINE LUurcnriuEEmessung
XORODR Gerdtetyp  Magnetisch-Induktive Durchfl g‘ﬁm.“”““
CNWeIZ

B | Hersteller Endress-Hauser
=Py MUSTER AG | offene Aktivititen (2) @@® e
[B A - Aufbereitung

El[ﬂ B - Produktion Ubersicht Detailz Anhdnge (9) Erzatzteile Legbuch eitere Produktinformationen

m- Abwasseenar (7 0 ¥ [ 4y BDASRE ®  ~——
S Produktion A
_____ R B2 | TAG 1 KKS FIC 220
..... 2 Fic 220 | seriennummer 620E4419000
""" T Leimschmelz | Bestelicode 53HES-ADDB1AADAAL] &)
----- = Lic221-
..... IEI LIC 225 |I{urzname Promag S3H
""" ® Lrim | Gerdtetyp Magnetisch-Induktive Durchflu
""" % S |Hersteller Endress+Hauser
----- aic 222
_____ & oo | Herstellungsdatum 2004
----- 'E' Rezerve Dn IS:crﬁware Version
""" % IE;; |Anmerkungen Il.lmgehungsbedingungenﬂ @ Normal
_____ [ Tc227 | Messbereich | Kritikalitat @0@ Hoch
=3 Produktion B | Messaufgabe | Instandsetzungsrisikoc ©®@ Gering
Eﬂ"'% C - Logistik Standortinformationen ]
- D - Unterhal »
EEI"'[E E - Pumpwark Produktstatus & &= Verfigbar
& Rohstoffzio 1 (Freig
& Rohstoffsilo 2 (Freig
- Tank 1 - NaOH
-8 Tank 2 - HCL
= Tafide BP0 GKE (c) E+H
-2y Tank 4 - HCL
F-5 v - Entzorgung



@ Endress + Hauser Portal - Installed Base Assistant

Herzlich \I':fi"kIJI'I'II'I'lBI'I, Max Muster
Flanung Beschaffung Installation, Inbetriebnahme, Betrieb

Start

Installed Base Assistant

Produkistatus : Ersatteilsuche . Download Area : Statusbericht |

Installation, Inbetriebnahme, Betrieb * Installed Basze Assistant

soae

Ansicht:

Standort |-

# OB O
T &

=B MusTER AG
E-H A - Aufbereitung
= B - Produktion

-7 - -

|

]..

I & Abwazserbehar
= Produktion A

----- 'E' Leimschmelz
----- e
----- ® Lczs

----- F LT

----- L]

----- F a2z

----- = aroz

----- 'E' Rezerve_Dn
----- = TC224

..... % TC 2796

..... % TC 227

& Produktion B
C-
0-
E-

Logistik

Unterhatt

Pumpwerk
Reohstoffzile 1 (Freig
rﬂ Rohstoffsio 2 (Freig

8 Tank 1 -NaOH
# Tank2-HCL
By Tank 3 - H2504
* Tank 4 -HCL
ﬁ % - Entzorgung
ﬁ Zentrallager
- neu geliefert
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| TAGIKKS FIC 220 MUSTER AG

I Bestellcode 53HE5-A00B1AA0444)

| Gerdtetyp Magnetisch-Induktive Durchflussmessung 9403 Goldach
Schweiz

| Hersteller Endress+Hauser

| offene Aktivititen (2) @@ ) [ e

Ubersicht ~ Details = Anhdnge(9)  Ersatzt eitere Produktinformationen

| Kategora,__ igsiefs
TR = Wartung

=1 11.03.04  Produktion Description

=7 11.08.0%  Betrieb |Descriplian Bitte gerat jahrlich warten...

| Due date 30.08.10

03.11.09  Kalibrierung
IResponsthe Max Muster

17.12.09  Kalibrierung

- |Hi=t~¢:tr:|r 1.2.2012 Max Muster State changed from:in_work’ to:'dong’
GF 040110 Betrieb ﬁ 20.9.2010 Max Muster State changed from:‘planned”
12.0210  Kalibrisrung toin_work

250210  Reparatur
22.03.10  Kalibrierung
220310  Kalibrierung
220310 | Kalibrierung
220810  Kalibrierung
220610  Kalibrierung
220610  Konfiguration ﬁ
121110 Kalibrierung
01.02.12  Wartung
EZ[=][  1sfvon18[-]=]7]
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[T @ = Page = Safel
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¥ Endress + Hauser Portal - Installed Base Assistant

Herzlich 'l.n':fillkl:lmrnen, Max Muster
Start ¢ Planung Beschaffung Installation, Inbetriebnahme, Betrieb

[EE BN R EEEN TS Produkistatus | Ersatzteilsuche | Download Area | Statusbericht
Inztallation, Inbetrisbnahme, Betrieb > Inztalled Baze Aszziztant

s

Ansicht: | Standort |~ | TAG I KKS FIC220 MUSTER AG
| Bestelicode S3IHES-ANOB1AADALA]
I (] AgneENECN-INAUKINE LUurcnriuEEmessung
XORODR Gerdtetyp  Magnetisch-Induktive Durchfl g‘ﬁm.“”““
CNWeIZ

B | Hersteller Endress-Hauser
=Py MUSTER AG | offene Aktivititen (2) @@® e
[B A - Aufbereitung

=8 B - Produktion IS Details

Er=atzteile Legbuch Weitere Produktinformationen

- Abwasserbehar [27 O ¥ [ 45 ENEH=TER W
El-¢# Produktion A
_____ R B2 | TAG 1 KKS FIC 220
..... 2 Fic 220 | seriennummer 620E4419000
""" T Leimschmelz | Bestelicode 53HES-ADDB1AADAAL] &)
----- = Lic221-
..... IEI LIC 225 |I{urzname Promag S3H
""" LT | Gerdtetyp Magnetizch-Induktive Durchflu
""" % e | Hersteller Endress+Hauser
----- aic 222
_____ & oo | Herstellungsdatum 2004
----- 'E' Rezerve On IS:crﬁware Version
""" % IE;; |Anmerkungen Il.lmgehungsbedingungenﬂ @ Normal
_____ [ Tc227 | Messbereich | Kritikalitat @@® Hoch
=3 Produktion B | Messaufgabe | Instandsetzungsrisikoc ©®@ Gering
Eﬂ'"% C - Logistik Standortinformationen m]
[ D - Unterhalt =
EEI"'[E E - Pumpwark Produktstatus & &= Verfigbar
EEI---[E Rohstoffzilo 1 (Freig
EEI---[E Reohstoffzilo 2 (Freig
- Tank 1 - NaOH
-8 Tank 2 - HCL
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-8 Tank 4 - HEL
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[ Endress + Hauser Portal - Installed Base Assiskant

Herzlic
Start
Instal

e OO O IO s O e O OO e OO oy IO s O o |

h Willkkommen, Max Muster
Planung
lled Base Assistant

Beschaffung

Produkistatus :
Installation, Inbetriebnahme, Betrieb > Inztalled Base Aszistant

Installation, Inbetriebnahme, Betrieb

Ersatrteilsuche : Download Area  Statusbericht

ﬁv - [ @v Page ~ Safety -

dress+Hauser =]

Hilfe

Profil | Abmelden

[ ovosion TS

Ansicht:
XKOB TR
o o

=l MusTER AG
F-H A - Aufbersitung

----- & ZFentrallager

=l

- neu geliefert
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| TAGIKKS FIC 220
| Bestelicode 53HE5-A0DB1AADAAA]
I Geratetyp Magnetisch-Induktive Durchflussmessung
| Hersteller Endress+Hauser

e

| offene Aktivititen (2) @

MUSTER AG

3403 Goldach
Schweiz

GKE (c) E+H

El[ﬂ B - Produiktion Obersicht Deetail Anhange (9) rzatzisile Legbuch Weitere Produktinformationen
o Avwasservenar 2117 [ @ SN~——"
B3 Produktion A
..... EI B 227 Kategorie | IV| Herkunft | |'|
----- = Fic 220 - - - p—- &
= Hame = Kategorie - Typ~  Version~ Sprache =
----- = Leimschmelz
..... E LIC 23 | | | ” ” || |
----- & uczes
----- E‘ LT 101 EH Kalibrigrprotokell Dokument 2004.02.26 Deutsch
""" & pic2s [EN] Betriebsanieitung | Dokument 2001.04.01 Deutsch
----- Qic 222
lllll % Q002 ¥ Promag 53 PROFIBUS-DP/-P4 Betriebsanleitung Betriebzanleitung Dokument 2003.10.15 Deutsch
,,,,, E Reserve On 3 PROline Promag 53 PROFIBUS-DIP-PA ATEX Il 2G Ex documentation Sicherheit Dokument 2003.12.15 | Deutsch
----- E‘ TC 224 {2} PROline Promag 53 PROFIBUS-DPY-PA ATEX || 3G Ex documentation | Sicherhsit Dokument 2001.11.01 | Deutsch
""" E‘ TC 225 =} Proling Promag H Sonderdekumentation Specialdocumentation Sicherheit Dokument 2003.12.01 Deutsch
""" E TC_ZZ? Documentation special
. [%‘z—p‘ mefj':_f'"” 8 {Z) PROMAG 50/53 H Technische | Technische Dokument 2004.02.01 | Deutsch
]rﬂ D_ U:?:I':alt Infermation
78 E - Pumpwerk Z7 |Field Service Report Service Bericht Dokument 2010.01.05 Deutzch
i Rohstoffsio 1 (Freig
-5y Rohstoffsio 2 (Freig E[=]=]| 1|vana[=]=]=]
-2 Tank 1- NaOH , fa]
i 5y Tank 3 - H2504 Weitere Dokumente finden Sie unter "Weitere Produktinformationen’
-2y Tank 4 - HCL
i 2 - Entzorgung
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Functional Proof Testing of SIS

Proof-Test protocol: Example Micropilot S

System-specific data

Company Mustermann AG

Measuring points / TAG no.

System

Device type / Order code

Serial number of device

Mame

Date

Signature

Device-specific commissioning parameters

Empty calibration

Full calibration

Proof-test protocol

Test stage Set point Actual value

1. Current value 1

2. Current value 2

3. If necessary current value 3

4, If necessary current value 4
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Products Solutions Services

Endress+Hauser Service

- Periodic Proof-tests
- Calibration Service
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Functional Proof Testing of SIS

Endress+Hauser Verification and Proof-Test Service

= Periodic verification with Fieldcheck

» Promass
» Promag

» Prowirl

#» Proof-Test via Calibration Service

= Electronic data recording and Documentation
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Functional Safety in the Process Industry

Order Code Structures for SIL devices

3 Options:

1.

Older devices assessed by proven-in-use experience

(e.g. Levelflex FMP 4x, Promass 80)
- order standard device 4...20 mA
- order safety manual separately or
- download safety manual from www.endress.com/SIL

Cerabar, Deltabar

- order standard device with SIL -Declaration of conformity (back-pack)

- device is delivered with safety manual, SIL Declaration of Conformity with
serial No. of product, SIL marking

New products developed acc. to IEC 61508

(e.g. Levelflex FMP 5x, Promass 200)

- order SIL device (separate order code)

- device is delivered with safety manual, declaration of
conformity/Certificate, SIL marking
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Functional Safety in the Process Industry

Functional Safety - Related documentation

micropilot M
FMR 240
Level-Radar
Differenzdruck-Transmitter
deltabar S PMD 230/235
deltabar S FMD 230/630/633 —
o o — mit 4...20 mA Ausgangssignal ENDRESS + HAUSER
ol e » )
L | .
e
=
B
I%
i
/A
& .,;3::: 4t
S
Endress +Hawe|, o il
| ewww.endress.com/SIL
Safety Manual includes: ekngine

- manufacturer declaration
- fundamental safety
parameters

- assessment report

- application information

- parameter settings
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Functional Safety in the Process Industry

SIL-Approval - Who may issue it?

Who is authorised to qualify the functional safety?

[EC 61508 recommendation:

SIL Minimum degree of
independence

SIL 1
SIL 2
SIL 3
SIL 4

Independent Person

Independent department

Independent organisation

Independent organisation

SIL approvals

M SIL-Declaration of Conformity
(Manufacturer)

M SIL-Certificate
(Approval body, e.g. TUV, Exida)

Slide 76 27/03/2018 Ken Wong MK

CERTIFICADO « CERTIFICAT

-
<
-
s
e
=
-
a
-
-

(8 |

il

« CERTIFICATE -

ZERTIFIKAT

5 10 '

SIL-Konformitdtserklarung

Funiktionbe Sicherheit nach [EC 81508

SIL Declaration of Conformity
Functionad saflety according to [EC 61508
Endress+Haueet GabH+Ca. KG, Haspostrafie 1, 79689 Masiborg

teller. damt 00t [ruchemmrmenttoe |lesraiamene 11sseenens
bt O O e traseime Se rTte

UL R
Cerabar § PMP71

W s lnue n

ZERTIFIKAT
Nr. Z10 04 09 20351 003

Zer Endress+H: GmbH+Co. KG .
Hyuptstrafie —
LA 1N
D-79688 Mauiburg 1T - o

Fortigungastitte(n): 20351

Prifzelchen: h [
TOV - -
=/ T
Produkt: Oruckmessgorate PR U——
[P
Modeli(e). S-Kiasse Evoiution
Cosber S PUFT|, PNPTI, PNPTS, PNCT! hty Asmrseme Irattangy trwenr

Deftabas5:  PNDM, PMD7S. FMO7E FMOTT, FUMOTE

W DAV B
s wers e Malgase:

Prifvericht N BV 8880 1

Cutarr 2006-03-14

TUY PRODUCT SERVICE GMON - Zaniicie
Grapps THY
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Terporatew  Liged Erganden  Sywers dwiem
Arsiras

Functional Safety in the Process Industry 9 [Z] [H] @

SIL-121322/00/A2

SIL-Konformitdtserkldrung

Funktionale Sicherheit nach 1EC 61508

Gerdt/Device Micropilot FMR50/51/52/53/54/56/57
Handpuch zur Funktionalen Sicherheit/ SD001087E/00

Functional safety manual

Sicherheitsfunktion/Safety function MIN, MAX, Bereich/Range

SIL 2.3

HFT . 0

Gerdtetyp/Device type B

Betriebsart/Mode of operation Low demand mode, High demand mode
SFF 92 %

PFD,, *' T, =1 Jahr/year 1.09 x 107
(einkanalig/single channel)

PFD,, *' T, =2 Jahre/years 217 x 107
(einkanalig/single channel)

PFH 2.45x 107 1/h

W 15 FIT

™ 520 FIT

W 2438 FIT

A 245 FIT

y 3B, 5 3218 FIT

MTBF * 50 Jahre/years
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Functional Safety in the Process Industry

Safety Manual at “www.endress.com/SIL”

¥ » Kontinuierlich / fliissig
Radar Gefuhrtes Radar Ultraschall Kapazitiv Hydrnsta‘llsch Differenzdruck Radiometrisch Spezifikationsblatt

Fiillstand Suche

Z
¢
V. 4

[ ] Zusﬁtzlil{he Seitendbersicht
a m:r:;atmnen Levelflex M FMP 40 oot S f M l
B FMP 1 C Smart Tr: itter fiir inuierliche Fiillstand g in itern und AGE/Disclal mer a e t y a a

Flusslgkerten Preiswerte 4...20 mA-Zweidrahttechnik. Geelgnet fiir den Einsatz

Nifferenalrck Transeilber
Schurtgutern Messhereich bis 35 m ® g o 2 ® d

Einsatzbersich deltabize § PMD 230:235
3 + Kontinuierlich / fliissig

p i Inulerl deltalbar § FMD 230/636:€33
Radar Gefiihrtes Radar Ultraschall Kapazitiv Hydrostatisch Differenzdruck Radi trisch Sp

Der Levelflex M dient der kortinuierichen - 2
Fillstandmessung von pulverfrmigen bis it 4,20 mA Ausgangssigoal
kérrigen Schittuitern z.8. Kunststoffgranulst und
Flitssigheten. .ﬂ...lle Sonden mit Weitere |nfor LR HTWHIPT R ST N TR A {TE T (BT
Prozessanschliiszen ab %" und Flansche ab
D40 £ 13" verflohar. 1] | 40]
= verig I Bt S 2
= Sgilsonden, vor allem Tur Messung i Zertifikate (FMP40) ..

ifikati hlatt

Results

- Approvals & Certifikates
Istand % o

B Zusitzliche

Informationen
o Levelflex M (FMP40)
B FMP A C

Semee kv ks et

There are several Approval Types found concerning to the given product
wiould you please select an Approval Type, to display them.

RAF S PG = &l

Approval Type: | ——— Please select
-EC- Deolara‘uon

I[N

-MARINE ..

- East Europe...
-ASIA

- Fleldbus conforma

Endress +Haussr

T Prew aifizm bn

- Au sTalla
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Functional Safety in the Process Industry

The Functional Safety Manual

Contents

S0 ELBMEHEE

Pawan Mow Teprn D Mpete S S Sekthnr

Functional Safety Manual
Levelflex
[ | Set_up Of the Safety SyStem FBT‘EPSOKS1/52;’5‘3{/54;’55:’&?;’5?
Guided Level-Radar for Liquids and Bulk Solids
with 4 to 20 mA Qutput Signal
® Description of the safety function
= Safety Parameters
= Ambient conditions, tolerance, T
restrictions
= Behavoir under normal and fault e O
operation e
= |nstallation and comissioning s e
" Parametrisation RS
" Functional proof test
" Maintenance and repair e Endress + Hauser (1]
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Functional Safety in the Process Industry

The Functional Safety Manual- contents

Set-up of the safety system

Safety related output signal:

FEI55 SPS )
Sicherer Zustand Fail high [NE 43]
== 210 mA
%ﬁg z 20.5mA
: : - Potentiell .
ol SF——0 =[] Ehiche Arbeitszustand 16 mA (nominal)
L FETRSET 13mA | zu garantierender Schalthereich
Speise- | 11maA | des Trennschaltverstirkers
trenner
o Anforderung 8 mA (nominal)
As )
Sicherer Zustand 3.8 mA
j — 36mA
T U3 Fail low [NE 43
Kenngrofie gemalt IEC 61508 Wert
Sicherheitsfunktionen MIN-Sicherheit MAX-Sicherheit
SIL [Hardwaere) 2 (einkanalig), .
3 {mit SIL 3-fhiger Auswahlschaltung), — = 18, "Anhang” Proof test interval
SIL (Softwars) 3 1001D
HFT 0 2,0E-03
Geratetyp B 1,8E-03
Betriebsart Low demand mode 1,6E-03
SFF 02 % G4 %% 1,4E-03 MIN
~
MTTR &h 1.2E-03
Empfohlenes Zeitintervall fiir Wiederholungspriifung T, 1 Jahr Ei 1,0E-03 AX ]
g 2FIT 1 AT o 80E-04
6,0E-04
2 3MFAT 31 HT
sy 4,0E-04 ]
Yo 187 FIT 188 FIT
2,0E-04
Ry A3 FIT I4FT 0.0E+00 -~
i "' Slide 80 566 FIT  Ken Wong MKIT 0 1 3 4 5 6 9 1
PPy fir Ty = 1 Jahr *2 1,B5 < 107 1,46 107 Intervall fiir Wiederholungspriifung (Jahre)




Functional Safety in the Process Industry
Safety by Choice, not by Chance!

Liquiphant FS

Micropilot

‘

Levelflex

27/03/2018 Ken Wong M Endress+Hauser £2.]
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Products Solutions Services

Thank you very much and much success!

Good Bye!
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