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Introduction

* Integrated Risk Information System — IRIS

— Software package to incorporate various types of risk
factors

e |dentifies:

— What are the most important...
» Contributors to risk?
» System hazards?

— What is the impact of changing “x” (e.g., introducing a new procedure)?
— How much additional safety do we get by implementing “y”?
— What are the likely causes of a given incident/accident?
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Integrated Safety Model Framework
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Event Sequence Diagram Methodology
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(e.g., Pilot Error)
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- Top layer of the safety model (e.g., Ground Collision)

END STATE

- Language for risk/hazard scenarios
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Fault Trees and Influence Diagrams

Causal details

A A
ORGANIZATION

Causal details . . ‘ .
®
e OO




Hybrid Risk Model
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« HCL (Hybrid Causal Logic) : New algorithm to solve
hybrid models of binary variables (FT and EST) and
BBN network

« Mixes Binary Decision Diagram (BDD) approach with
BBN inference algorithms




Software Overview

IRIS Platform
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Example in IRIS

Commercial air transport :

* Five Phases:
— Taxi, takeoff, climb, en Route, and approach & landing

e ESD Scenario:

— 31 generic ESDs covering accident scenarios in
various phases of flight at the top-level of the
model.

e FT & BBN
— Deeper causes of the ESD events.
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ESD Model Example
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Risk Analysis — Software Implementation
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Results: Cut-set identification / quantification

ability
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Results: Importance Measures
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Software features

* Modeling =
: - left
— Transfer gates
— Categorization

— Model portability

 Model Navigation:
— Highlighting
— Drill Down / Trace
— Search
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Monitoring Safety Using Risk Indicators
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Application Areas

e Use before accidents:

o Cause-effect relationships between system
components and undesired outcomes

o |dentification & ranking of hazards
« Analysis of precursor events
e Conditional risk

o Use after accidents:
* The root causes of system incidents and accidents
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Applications

Produces results that are:
— Reproducible
— Supportable by a broad base of knowledge

Platform to support design and monitoring risk-informed oversight
— e,0. Risk-informed inspection

Platform for communication of safety matters to supervisors and
team members, and between industry, government, clients

Expandable in scope and depth
— To assess safety, security, and operational risks

— To cover different classes of causes (hardware, environment, human
action, organization)
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