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INTRODUCTION (1)INTRODUCTION (1)

An increasing attention of the risk analysts in the last An increasing attention of the risk analysts in the last 
years was devoted to the evaluation of the risk brought by years was devoted to the evaluation of the risk brought by 

external sourcesexternal sources, as natural events (, as natural events (floodingsfloodings, , 
earthquakes) or earthquakes) or intentional acts of interferenceintentional acts of interference, in sites , in sites 
where relevant quantities of dangerous substances are where relevant quantities of dangerous substances are 

handled or storedhandled or stored

SVAsSVAs
PROCEDURESPROCEDURES

(API-NPRA, 
SFK)

•• SECURITYSECURITY

•• LIKENESS of the LIKENESS of the 
ATTACKATTACK

SCARCE ATTENTION onSCARCE ATTENTION on
CONSEQUENCESCONSEQUENCES
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FromFrom literatureliterature analysisanalysis the the needneed of aof a
NEW METHOD NEW METHOD arisesarises, , ableable toto

estimate theestimate the CONSEQUENCES CONSEQUENCES of of anan
attackattack toto a a processprocess plantplant

INTRODUCTION (2)INTRODUCTION (2)

EMERGENCY EMERGENCY 
PLANNINGPLANNING

RESOURCES RESOURCES 
MANAGEMENTMANAGEMENT

SCREENING of SCREENING of 
anan

INDUSTRIAL INDUSTRIAL 
SITESITE
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1. 1. 
IdentificationIdentification
of of attractiveattractive

targetstargets

2. 2. 
IdentificationIdentification of of 
crediblecredible actsacts of of 

interferenceinterference

3. 3. 
IdentificationIdentification of of 

accidentalaccidental
scenariosscenarios and and 
consequencesconsequences

4. 4. 
EvaluationEvaluation of of 
domino domino effecteffect

SCHEME of the PROCEDURESCHEME of the PROCEDURE

CONSEQUENCES ASSESSMENT CONSEQUENCES ASSESSMENT 
STEPSSTEPS
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FIRST STEP: ANALYSIS OF VARIOUS FIRST STEP: ANALYSIS OF VARIOUS 
ACTS OF INTERFERENCEACTS OF INTERFERENCE

From the literature review, a list of 10 acts of 
interference was developed. To carachterize them, 
some parameters are needed, in order to carry on 
an analysis as quantitative as possible

1. POTENTIAL IMPACT VECTOR (physical effects as
radiation, overpressure, projectile penetration)

2. EXPECTED RELEASE RATE (4 categories based on 
Purple Book)

3. REQUIRED LEVEL OF KNOWLEDGE (how deeply
the plant must be know to perform the attack, rank of 3 
categories)

TYPE OF
INTERFERENCE

REQUIRED 
LEVEL OF 

INFORMATION

EXPECTED 
RELEASE RATE
(ATMOSP. EQ.)

EXPECTED 
RELEASE RATE
(PRESSUR. EQ.)

DELIBERATE MISOPERATION C R2 R1

INTERFERENCE BY SIMPLE 
MEANS C R2 R1

INTERFERENCE BY MAJOR 
AIDS C R3 R2

ARSON BY SIMPLE MEANS C R3 R2

ARSON BY INCENDIARY 
DEVICES B R4 R3

SHOOTING (MINOR) A R1 R1

SHOOTING (MAJOR) A R4 R4

EXPLOSIVES B R4 R4

VEHICLE IMPACT B R3 R3

PLANE IMPACT A R4 R4
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1. IDENTIFICATION OF ATTRACTIVE 1. IDENTIFICATION OF ATTRACTIVE 
TARGETS (1)TARGETS (1)

THE MOST SEVERE POSSIBLE CONSEQUENCESTHE MOST SEVERE POSSIBLE CONSEQUENCES are are 
aimedaimed toto bebe achievedachieved byby the the executorsexecutors of the of the attackattack

ATTRACTIVENESSATTRACTIVENESS
((likenesslikeness of the of the attackattack))

TYPE OF HAZARDTYPE OF HAZARD
(flammable, toxic or both)
PHYSICAL CONDITIONSPHYSICAL CONDITIONS
(post-release behaviour: adiabatic expansion, pool 
vaporization, etc.)
AMOUNT OF SUBSTANCE IN THE UNITAMOUNT OF SUBSTANCE IN THE UNIT (hold up: 
devices having the same volumes may contain different
quantities of hazardous materials)

ATTRACTIVENESS RANKING ATTRACTIVENESS RANKING 
fromfrom 1 1 toto 44

DAMAGE DISTANCESDAMAGE DISTANCES
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44 33 33 22 11

44 33 22 22 11

33 22 22 22 11

33 22 11 11 11

TANKSTANKS

LARGE LARGE 
DIAMETER DIAMETER 
PIPELINESPIPELINES

COLUMNCOLUMN--TYPE TYPE 
EQUIPMENTSEQUIPMENTS

REACTORS / REACTORS / 
HEAT HEAT 

EXCHANGERSEXCHANGERS

LIQUEFIED GAS LIQUEFIED GAS 
STORED UNDER STORED UNDER 

PRESSUREPRESSURE

FLUIDS WITH LOW FLUIDS WITH LOW 
VAPOR PRESSURE VAPOR PRESSURE 
STORED IN LIQUID STORED IN LIQUID 

PHASEPHASE
GASGAS CRYOGENIC CRYOGENIC 

STORAGESTORAGE LIQUIDLIQUID

1. IDENTIFICATION OF ATTRACTIVE 1. IDENTIFICATION OF ATTRACTIVE 
TARGETS (2)TARGETS (2)

ATTRACTIVENESS RANKING TABLEATTRACTIVENESS RANKING TABLE
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2. IDENTIFICATION of CREDIBLE ACTS OF 2. IDENTIFICATION of CREDIBLE ACTS OF 
INTERFERENCE (1)INTERFERENCE (1)

PROBABILITY OF SUCCESS OF AN ATTACKPROBABILITY OF SUCCESS OF AN ATTACK

PHYSICAL VULNERABILITY of the PHYSICAL VULNERABILITY of the 
devicedevice

STRUCTURAL RESISTANCE, STRUCTURAL RESISTANCE, 
dependingdepending on theon the

OPERATING CONDITIONS OPERATING CONDITIONS 
((pressurizedpressurized devicesdevices are more are more 

resistantresistant thanthan atmosphericatmospheric onesones))

MODE OF INTERFERENCEMODE OF INTERFERENCE

DAMAGE DAMAGE 
VECTORVECTOR

PROBIT FUNCTIONSPROBIT FUNCTIONS: : simplesimple way way toto
evaluateevaluate success success probabilityprobability forfor some some 

modesmodes of of interferenceinterference

ACT of ACT of 
INTERFERENCEINTERFERENCE DAMAGE VECTORDAMAGE VECTOR VULNERABILITY VULNERABILITY 

MODELSMODELS

Deliberate Deliberate MisoperationMisoperation, , 
InterferenceInterference usingusing

SimpleSimple or Major Aids or Major Aids 
EXTERNAL ACTIONEXTERNAL ACTION

AvailabilityAvailability on on demanddemand forfor
protectionprotection and and mitigationmitigation

systemssystems

ArsonArson usingusing SimpleSimple or or 
IncendiaryIncendiary DevicesDevices RADIATIONRADIATION

EquipmentEquipment vulnerabilityvulnerability
modelsmodels and and reliabilityreliability

modelsmodels

ShootingShooting (1) o (2)(1) o (2) MISSILES IMPACTMISSILES IMPACT
EquipmentEquipment vulnerabilityvulnerability
modelsmodels and and reliabilityreliability

modelsmodels

ExplosivesExplosives OVERPRESSUREOVERPRESSURE
EquipmentEquipment vulnerabilityvulnerability
modelsmodels and and reliabilityreliability

modelsmodels

VehicleVehicle or  or  PlanePlane
AccidentAccident VEHICLE IMPACTVEHICLE IMPACT EquipmentEquipment vulnerabilityvulnerability

modelsmodels
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2. IDENTIFICATION of CREDIBLE ACTS OF 2. IDENTIFICATION of CREDIBLE ACTS OF 
INTERFERENCE (2)INTERFERENCE (2)

PROBABILITY OF PROBABILITY OF 
SUCCESSSUCCESS

((espesp. . forfor SabotageSabotage
interferencesinterferences))

PROTECTIONS PROTECTIONS thatthat maymay
affectaffect the success of the the success of the 

attackattack

LOPA (LOPA (LayersLayers of of ProtectionProtection AnalysisAnalysis) ) 
approachapproach maymay bebe usefuluseful

PROBABILITYPROBABILITY of of anan
ACCIDENTAL SCENARIOACCIDENTAL SCENARIO

PROTECTION LAYERSPROTECTION LAYERS (passive (passive 
and and activeactive protectionsprotections: : pressurepressure
reliefrelief systemssystems, , alarmsalarms, , dikesdikes etcetc.).)

NO WAYNO WAY toto evaluateevaluate FREQUENCYFREQUENCY of the of the attackattack, , butbut wewe can can 
estimate the estimate the LIKENESS of SUCCESSLIKENESS of SUCCESS

SCHEMATIZATION OF 
the LAYERS of 
PROTECTION
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3. IDENTIFICATION OF ACCIDENTAL SCENARIOS AND 3. IDENTIFICATION OF ACCIDENTAL SCENARIOS AND 
CONSEQUENCES EVALUATIONCONSEQUENCES EVALUATION

FromFrom the the previousprevious phasesphases
RELEASE RATES RELEASE RATES forfor eacheach ACT OF INTERFERENCEACT OF INTERFERENCE can can bebe

obtainedobtained

TRADITIONAL SAFETY ANALYSIS METHODS TRADITIONAL SAFETY ANALYSIS METHODS 
maymay bebe usedused toto assessassess the the consequencesconsequences of of lossloss of of containmentcontainment

CONVENTIONAL EVENT CONVENTIONAL EVENT 
TREES TREES maymay bebe usedused

SPECIFIC ACTS OF INTERFERENCESPECIFIC ACTS OF INTERFERENCE
((ArsonArson or or ExplosivesExplosives) ) maymay affectaffect the the 
probabilitiesprobabilities of the of the scenariosscenarios, , sincesince
IGNITIONIGNITION isis largelylargely more more probableprobable

thanthan in in usualusual conditionsconditions

ACCIDENTAL SCENARIOSACCIDENTAL SCENARIOS
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4. EVALUATION of DOMINO EFFECT4. EVALUATION of DOMINO EFFECT

ExternalExternal attacksattacks maymay trigger trigger 
ESCALATION EVENTSESCALATION EVENTS

ConventionalConventional escalation escalation 
thresholdsthresholds ((defineddefined byby literatureliterature) ) 

maymay bebe successfullysuccessfully usedused

PROVEN CORRELATIONS PROVEN CORRELATIONS 
forfor thethe EVALUATION OF EVALUATION OF 

PHYSICAL EFFECTS PHYSICAL EFFECTS 
(Yellow Book (Yellow Book onesones ))

PHYSICAL EFFECTS on PHYSICAL EFFECTS on 
PEOPLEPEOPLE

((properproper thresholdsthresholds providedprovided
byby Seveso III)Seveso III)

PHYSICAL EFFECTS on PHYSICAL EFFECTS on 
DEVICESDEVICES
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CASE STUDYCASE STUDY

ACRYLONITRILE 
ATMOSPHERIC 

TANKS

METHANOL 
ATMOSPHERIC 

TANKS

LPG 
PRESSURIZED 
HORIZONTAL 

TANKS

1 1

4
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PROPER THRESHOLDS PROPER THRESHOLDS forfor PHYSICAL EFFECTSPHYSICAL EFFECTS

ASSESSING THE CONSEQUENCESASSESSING THE CONSEQUENCES

DAMAGE 
INTENSITY →

SCENARIO ↓

HIGH 
FATALITIES 

FATALITY 
THRESHOLD

IRREVERSIBLE 
DAMAGES

REVERSIBLE 
DAMAGES

Pool fire, Jet 
Fire, Fireball 12.5 kW/m2 7 kW/m2 5 kW/m2 3 kW/m2

Flash fire LFL 0.5 LFL ---- ----

Overpressure 
(VCE) 0.3 bar 0.14 bar 0.07 bar 0.03 bar

Toxic release LC50 (30 
min.) ---- IDLH ----

2318R4VCEPV-1/2PLANE IMPACT
------------(Unlikely)VEHICLE IMPACT
2318R4VCEPV-1/2EXPLOSIVES

249R3Jet firePV-1/2SHOOTING (MAJOR)

118R1Toxic
DispersionAT_T-1/2/3SHOOTING (MINOR)

183R2 (PSV)Jet firePV-1/2
ARSON USING 
INCENDIARY 
DEVICES

183R2 (PSV)Jet firePV-1/2ARSON USING 
SIMPLE MEANS

354R2VCEPV-1/2INTERFERENCE 
USING MAJOR AIDS

354R2VCEPV-1/2INTERFERENCE 
USING SIMPLE AIDS

354R2VCEPV-1/2DELIBERATE 
MISOPERATION

DAMAGE 
DISTANCE (m)

RATE of 
RELEASESCENARIOITEMACT of 

INTERFERENCE
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CONCLUSIONSCONCLUSIONS

A A methodmethod toto evaluateevaluate consequencesconsequences of of anan externalexternal
attackattack waswas developeddeveloped

ExpectedExpected releaserelease ratesrates, , likelinesslikeliness of the success of of the success of 
the the attackattack and impact and impact distancesdistances ((alsoalso consideringconsidering
domino domino effecteffect) ) maymay bebe estimatedestimated

A ranking of the A ranking of the ““attractivenessattractiveness”” of the of the equipmentequipment
maymay bebe performedperformed
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