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Requirement of Reliability and Safety
ssessment of Critical Infrastructure Systems

o Functions of critical infrastructure are strongly related to
sustaining our societal and economical activity.

Exposed to functional impairment resulted from a
IIHE> shutdown, an accident and a mechanical failure
due to a disaster RISKS

e.g. Aug 14th, 2003 Major power blackout in New York
Aug 14th, 2006 Major power blackout in Tokyo

System reliability and safety of critical infrastructure systems
should be quantitatively evaluated to reduce the associated

risks, and to carry out effective risk manageme%

- Gas Commun|cat|on




i Objectives

o Focusing onto functional impairment of critical infrastructure
systems, their objective risks due to a disaster are clarified.
- Electric power supply systems, EPSS
- Water supply systems, WSS . .
- Gas supply systems, GSS Five subject systems
- Telecommunication network systems, TNS
- Mobile phone network systems, MPNS

(. Causes of the consequence with subject systems

IHE>< » Risk curves to clarify the relation between the
consequence associated with subject systems
_ and its cumulative probability




Analyzed Data

o Functional impairment, FI, resulted from a shutdown, an

accident and a mechanical failure due to a disaster

IIHE> Searched based on digital archived data on Japanese

newspapers dealing with the associated articles

Systems Period of sampling No. data
Power supply 1985.6~2005.4 548
Water supply 1984.9~2005.5 384
Gas supply 1984.9~2005.4 85
Telecommunication | 1984.11~2004.10 191
Mobile phone 1988.5~2006.3 46
o Measures:

- EPSS, WSS, GSS: Number of affected households by FI

- TNS, MPNS: Number of affected circuits by FI




Rate of Exceeding the Given Number of
the Consequences

1st step: Frequency of consequences
2nd step: Relative frequency of consequences

3rd step: Rate of exceeding the given number
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i Telecommunication and Mobile Phone
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Causes of Functional Impairment
ower supply Water supply Gas supply

Frequency Frequency Frequency
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o Natural disaster causes dominantly functional impairment of EPSS and WSS,
and for WSS the frequency of causes of mechanical failure and ageing
deterioration becomes higher than the others.

o Frequency of causes for GSS becomes higher extremely at the interval of
1,000 lower and their dominant causes are mechanical failure and ageing
deterioration, and accident.




Causes of Functional Impairment
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o Accident causes dominantly functional impairment of TNS at the interval
of 1,000 lower, whereas mechanical failure and ageing deterioration cause
dominantly that at the interval from 1,000 to 200,000.

o Mechanical failure and ageing deterioration cause dominantly functional
impairment of MPNS, and the frequency of their causes is concentrated at
the interval of 1,000 higher.




Probability of Exceeding the Given Number

of Consequences

o ability p; of occurring the given number of consequences

for subject systems at an anticipated interval i
n; Vv, : Average rate of occurring the given number
_ (Vit ) o of functional impairment induced in subject
Pi = 7! systems at an unit period
i 7. : Number of functional impairment at an
anticipated period ¢
o Redefined as probability p. whether an associated event
occurs or not at an anticipated interval ¢ probability P in a
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/ / 0.05— 0.12rthe consequences
0.04 ->> 0.10f
. Average 0.03 —>0.08r
Interval i | Fq. ate 2 P | 0.02 882
0~500 10 05 0.0408 001 —>0.02}
500~1000 6 0.3 0.0247 0.0005\0/(9 o g 0'0003\} = e - -
1000~15000 8 0.4 0.0328 SSOSSSTN e NP IR
1500~2000 5  0.25 0.0206 000000%;%0@%%%% AR AN 2NN,
: - : : Affected households or Affected households or

affected circuits affected circuits




_\ Modeling of Risk Curves
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i Conclusions

o Focusing onto functional impairment of critical infrastructure
systems, their objective risks due to a disaster are clarified.
- Electric power supply systems, EPSS
- Water supply systems, WSS . .
- Gas supply systems, GSS Five subject systems
- Telecommunication network systems, TNS
- Mobile phone network systems, MPNS

(. Causes of the consequence with subject systems

IHE>< » Risk curves to clarify the relation between the
consequence associated with subject systems
_ and its cumulative probability
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